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Motivation

Design of an HF-RFID reader with following most important constraints:

Simple setup of an RFID reader system with multiple

readers
Easy integration in existing systems
‘open” standard communication via Ethernet (TCP/IP)

Flexible software architecture to easily extent the system

for future releases
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System Overview

HF-RFID reader:
« SOAP web service, Web Server, Telnet server

« 1S0O 15693 and ISO 14443 at 13.56 MHz

ISO
14443/15693
SPI > RFID-module - RFID
transponder
TCP/IP
SPI » Ethernet-module =
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Hardware Structure

Microcontroller

JTAG

Power: 5V and 3.3V
USB module
Ethernet module

RFID module
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Hardware Structure (cont’'d)

Ethernet module

RFID module

Microcontroller
JTAG
Power: 5V and 3.3V

Ethernet module

RFID module

USB module Microcontroller JTAG
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Software Structure

Firmware requirements:
« Easy extension for applications and hardware-drivers
+ flexible connection of different communication interfaces

« Encapsulation in modules
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Software Structure (cont’d)

» Hardware: Ethernet, USB, Microcontroller, RFID-Reader

Wiznet W5100 FTDI FT232R Texas Instruments NXP RC632
Ethernet IC USB - Serial MSP430F149 RFID Reader IC
Converter
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Software Structure (cont’'d)

» HAL (Hardware abstraction layer): hardware driver to encapsulate the

hardware access for the communication layer

—_ Ausgaben

ajnijnelaqial |

- ( nterrupts 0ot 0 0000

wiznet/ mcu/ v
w5100.h flash.h timer.h usb_uart.h rfid/
crystal.h  spi.h rfid_drv.h
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Software Structure (cont’d)

» Communication layer: evaluation of inputs and generation of outputs

—> provides transparent access for the applications

)

! command.h ) ( Ausgaben )
2 I : com/

C
2 =
= o)
© | x g
é é L !  socketh |« buffer.h g
S1¢e 1 5 =
?D s g..
%
Interrupts
v
X \_/
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Software Structure (cont’d)

» Application layer: process commands, generates driver calls and

returns results. Applications are Web Server, SOAP Web Service, ...

o eth.h mcu.h rfi.h 4 app/
=)
5 3 ()
3
<
command.h 1 Ausgaben )
—
o z
©®
@
o =
%) 5

LIKE)

Chair of Information Technologies
with Focus on Communication Electronics



Software Structure (cont’d)

Example of a SOAP request:

SOAP XML
request (1) Socket API
I — call: recv()
)
Ethernet W5100 SP|
< - ( 0
(9 )| SOAPXML <‘§EZZ;§‘ Communication |
response ETH ISR Pl server
Socket API
call: send() 6 _ ( =
S0 15603 SPI (M Output buffer |
(6
‘ S
1 1< <
( Ar (]| RFIDreaderIC £ sp )
< <

parse_command()

\@

Application
eth_handle(...)

{

INVREQ(&uid)

printf(uid)/,

}
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RFID and SOAP
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RFID and SOAP

Introduction to SOAP:

»
»
»
»

»
»

»

“Simple Object Access Protocol”
SOAP is a web service
Communication via XML-based data

Data Transfer via Internet protocols such as http, smtp,
TCP/IP

No problems regarding proxies and firewalls

SOAP is platform and language independent
Defined by World Wide Web Consortium (W3C)

... over
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RFID and SOAP (cont’d)

Embedding the readers as web services in ...

... mobile applications
(J2ME, .Net
CompactFramework)

... web sites
(e.g. PHP Soap)

... other
web
] web server
services
1 RFID Reader
¥/ SOAP is
transparent
regarding
firewalls

RFID Reader
RFID Reader
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Introduction to SOAP

How does SOAP work?
(1) SOAP-Client (application, computer) requests WSDL-file from reader

»  WSDL contains description of the SOAP web service

I 4 Function definitions, address, ...

1. WSDL-Request

PC/Application/...
SOAP-Client RFID Reader
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Introduction to SOAP (cont’d)

(1) SOAP-Client (application, computer) requests WSDL-file from reader
(2) The RFID reader (with SOAP web service) returns WSDL-file

»  SOAP-Client generates function definitions from WSDL-file

I 4 SOAP-Client extracts address of the RFID reader

PC/Application/...
SOAP-Client RFID Reader
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Introduction to SOAP (cont’d)

(1) SOAP-Client (application, computer) requests WSDL-file from reader
(2) The RFID reader (with SOAP web service) returns WSDL-file
(3) The SOAP-Client generates SOAP-requests and the RFID reader

replies with SOAP-responses

PC/Application/...
SOAP-Client = RFID Reader
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Software which supports SOAP:

NET
Java
LabVIEW
C/C++/C#
PHP

v v v v Vv Vv

Implementation of SOAP

\

_/

-

N

Advantages of SOAP:

»  No additional drivers
» OS independent

» Use of XML data

provides interfaces for
human-machine and
machine-machine

communication

» Easy implementation into existing (RFID) systems

» Easy to create new RFID infrastructure systems
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Implementation of SOAP (cont’'d)

Integration of the SOAP RFID system in LabVIEW:

m Getting Started

| File Operate

Measurement & Automation Explarer..,

R
13 Import Web Service EIL

Instrumentation 3
Licensed for P
MathScript Window... t the locati faWsDL URL NATIONAL
put the location of a INSTRUMENTS' |
Merge Vs...
Security 4
New To LabVIEW?
User Mame...
%l Blank Getting Started with LabVIEW
) Blan Convert Build Script... ing stantedwith -2
I Empty Source Control » LabVIEW Fundamentals Web Service
@ PDAR LLE Manager... Guide to LabVIEW Documentatio
B More. {NET Controls to Palette.. Web Service Description Language URL
Shared Variable » ActiveX Controls to Palette...
i . Shared Library (.dll}... https//fidreader/TWSDL
Web Service...
|T_-°£~ exec © Prepare Example VIs for NI Example Finder...
~ | Remote Panel Connection M i .
[l labviey emete Fanel-onnectien Manager Merging Vls Example: http://localhost/DateService.asmu?WSDL
Web Publishing Tool... . . .
|;13 Whikel Control Design and Simulation » Conditional Terminals in For Loo)
[l subviil  Internet » List of All New Features
[l ..ewd MathInterface Toolkit... Web Resources
X MNAT Module »
|;‘E, subwi_| . .
SIT Connection Manager... Dlizcussion Forums
) Brows .
SignalExpress » Training Courses
Advanced 4 LabVIEW Zone
Targets
a Options... _ -
PDA Project ) < Back Mext = Cancel Hel
roe IEI [G—o] J &, Find Examples... ] [ ] l _
J 23

Chair of Information Technologies
with Focus on Communication Electronics



Implementation of SOAP (cont’'d)

Integration of the SOAP RFID system in LabVIEW:

b} Import Web Service

:[ﬂ Import Web Service

Select the methods to import

exec_fkn

Web Service URL:
http://rfidreader/TWSDL

Web Service Mame:
exec_cmd

Library Mame:
exec_cmd

Location:
C\Program Files (xB6)\Mational Instrurnentsh LabVIEW 8.54user.libY,
WebService exec_cmd

Imperted Methods:
exec_fkn

= Back H Generate H Cancel H Help ]

LIKE) N

Chair of Information Technologies
with Focus on Communication Electronics



Implementation of SOAP (cont’d)

Integration of the SOAP RFID system in LabVIEW:

Eile Edit View Project Operate Tools Window Help
M@|@ 15pt Application Font |'l :;.vl '-_ﬁ:'i ﬁ'l eﬂv! FiscHotis . i
| Q"SearchI o Vigw ™ ' E

[+ Express
8 S
Input Signal Analysis Output
b » ¥
= )
HrH k=1 [ &

Sig Manip Exec Control  Arith & Com...

| »  Favorites

| *  User Libraries

L WebService
L

exec_cmd

- s
File Edit View exec_cmd

=Im™ q’av | (i

SOAP-Ausgabe Close Web 5...  exec_fknwi  Open Web 5.

[ abs | SelectaVl.
Ak

exec_fkn.vi ; Close Web Servicewi| ||| #  Statechart

- RN
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Implementation of SOAP (cont’d)

Integration of the SOAP RFID system in LabVIEW:

Eile Edit View Project Operate Tools Window Help

File Edit View Project Operate Tools Window Help

B[] [@[n][@][35] wo B o7

SOAP-Eingabe SOAP-Ausgabe
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Implementation of SOAP (cont’'d)

Integration of the SOAP RFID system in Java mobile (Emulation):

YRR oioMiet s x
Sorce  Soeen  Flow  Ancher |0 - M- Q% S|P %

import javax.wicroedition.midlec.?*:

o

¥
|¥| Image

import Jjavax.mwicroedition. ledui.®:

import org.netheans.microedition.lecdui.SplashScreen;
MIDlet  View Help

T o) Eﬂ

public class HellaMIDlet extends MIDlet implements CommsndListener, R ¥,

private boolean midletPaused = false: LIRERiID[RBadey

rivate 3tring comeand;
Il auslesen
o= public woid run(){
try |
String ret = "";
exec_cmd_Stub rfi_stub = new exec_cmd Stub(];
rfi_stub. setPropertyiexec_cwd Stub.SESSTON MATNTATN EROPERT

ticker.getitring(ret = rfi stub.exec fkn(command)):?

splashScresn.setText (ret);
} watch (Exception exception) {

splashicreen.setText (exception.toStringi) ) ;

—
= Cad

»
).

% public HelloMIDlet () {
H 4 1

Generated Methods 1

| cenerated Method: initialise Jen

Ll |3 7 pass

= *. 0 H-+ s x
Einstellungenihoffnann . LIEE\workspaceinetbeans_WS\HelloWorldydistinbrune041l - SHIFT SPACE ” j‘
ocalhost: 8082/servlet fory. netbeans modules mobility. project. jam. TaMEerwlet/C334/Dok

ce/netbean:

mte und Einstellungenihoffmann.LIKEYjZmewtk\Z.$5.2Z appdbiDefaultColorPhone
\essage routing suppert

-.1252

£y security domain

essaye routing suppore|

HelloWarld {run}
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Implementation of SOAP (cont’d)

e

MIDlet View Help

o o5

Integration of the SOAP RFID =

16:4

5:42

{2 HelloMIDIet java >
Source  Screen Flow  Anabyzer | @]
import javax.wicroedition.midlec.?*:

import Jjavax.mwicroedition. ledui.®: LID auslesen
import org.netheans.microedition.ledui.SplashSc

JEn
* @author hoffmann
=
public class HelloMIDlet extends MIDlet impleme

private boolean midletPaused = false:
private String command;

Generated Fields

o= public woid run(){
try |
String ret = "";
exec_cmd_Stub rfi_stub = new exec_cmd_%

rfi_stub._setProperty|exec_cmd_Stub.SES
/itextBox.setdtring (rfi_stub.exec _fkn(’
ticker.getftring (ret = rfi stub.exec IF

splashScresn.setText (ret);
} watch (Exception exception) {
/fticker.setString (exception. toString Ex,l Ok
splashScreen.setText (exception. toSt

4 - .
L 3 S
e L] — e
T * The HelloMIDlet constructor. ’
LY { e
I% public HelloMIDlet() { (I
H
Ny g o
Generated Methods =
>
[ Generated Method: initimliae 1 2 ABC 3DEF

e
- foni 5x 6 mno

Einstellungenihoffnamn LIEE\workspaceinetbesns_Wi\Hellolor

ocalhost: 8082 /servlet /ory. netbeans. nodules.mobility.projec 7 PQRS 8TUV 9 WXYZ
mte und Einstellungenihoffmenn. LIKE\jZmewtk\Z.5.2)appdbiDe

\essage routing support * 0 +
-.1252 L < y

£y security domain

SHIFT SPACE

\essage routing support

bile (Emulation):

_ex

ce/netbean:
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Web Server
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Web server

» Realized as a compact web server in microcontroller
» Accessible via web browser: http://rfidreader/
»  Works on port 80 = no problems with proxies and firewalls

» Execute all reader functions by calling
http://rfidreader/?modul_function e.g.:
http://rfidreader/?rfi_invreq to receive the transponder’s UID or

http://rfidreader/?mcu_time to get the current time
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Summary
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Summary

A SOAP capable RFID reader was introduced:

4

HF-RFID system based on a 16-Bit microcontroller at 4 MHz with USB and

Ethernet connectors

Flexible software architecture (3 software layers: HAL, communication and

application) to easy extend the system functions

Implementation of a SOAP web service to be platform and OS independent

(no extra drivers), only TCP/IP via http connection necessary
Additional compact web server implementation

Low power consumption: 535 PA in lowest power mode

LIKE)

Chair of Information Technologies
with Focus on Communication Electronics

32



Y YW W %W Y W Vv %

Future Work

Agenda

LIKE)

Chair of Information Technologies
with Focus on Communication Electronics

33



Future work

» Creation of independent RFID sensor nodes by creating an

SOAP-based interconnection between the RFID readers
» Power over Ethernet capability to use only “one” cable
» Further reducing of size and power consumption

» Extension to more RFID standards and/or frequencies
(realized: ISO 15693 and ISO 14443 at 13.56 MHZz)
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Thank'you for your attention!

Questions?
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» WSDL:
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- <definitions targetNamespace="http:/ frfidreader:3333/SOAP/"

xmins: http="http: / /schemas.xmlsoap.org/wsdl/http/"
xmins:soap="http:/ /schemas.xmlsocap.org /wsdl/soap/"
xmins:s="http://www.w3.o0rg/2001/XMLSchema"
xmins:s0="http:/ /rfidreader:3333 /SOAP/"
xmins:soapenc="http:/ /schemas.xmlsoap.org/soap/encoding/"
xmins:tm="http:/ f microsoft.com/wsdl/mime/textMatching/"
xmins: mime="http:/ fschemas.xmlsoap.org/wsdl/mime/"
xmins="http:/ /schemas.xmlsoap.org/wsdl/">
- <types>
- <sischema elementFormDefault="qualified"
targetNamespace="http:/ /rfidreader:3333/SOAP/">
<s:element name="exec_fkn">
- <s:complexType>
- <s:sequence>
<s:element minOccurs="1" maxOccurs="1" name="command"
type="s:string" />
</s:sequence>
</s:complexType=>
</s:element>
<s:element name="exec_fknResponse">
- <s:complexType>
- <s:sequence>
<s:element minCccurs="0" maxOccurs="1" name="exec_fknResult"
type="s:string" />
</s:sequence>
</s:complexType>
</s:element>
</s:schema>
</types>
- <message name="exec_fknSoapIn">
<part name="parameters” element="s0:exec_fkn" />
</message>
- <=message name="exec_fknSoapOut">
<part name="parameters"” element="s0:exec_fknResponse" />
</message>
- <portType name="exec_cmdSoap">
- <operation name="exec_fkn">
<input message="s0:exec_fknSoapIn" />
<output message="s0:exec_fknSoapOut" />
</operation>
</portType=>
- <binding name="exec_cmdSoap” type="s0:exec_cmdSoap">
<soap:binding transport="http:/ /schemas.xmlsoap.org/soap/http"
style="document" />
- <operation name="exec_fkn">
<soap:operation soapAction="exec_fkn" style="document" />
- <input>
<soap:body use="literal" />
</Input=>
- <gutput>
<spap:body use="literal" />
</output>
</operation>
</binding>
- <service name="exec_cmd">
- <port name="exec_cmdSoap" binding="s0:exec_cmdSoap">
<sopap:address location="http:/ /like188:3333 /SOAP" />
</port>
</service>
< fdefinitions =
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Appendix

» SOAP-Request:

- <soapenv:Envelope
xmlins:soapenv="http:/ /schemas.xmlsoap.org/soap/envelope/"
xmins:soap="http:/ /rfidreader:3333/SOAP/">
<soapenv:Header />
- <soapenv:.Body >
- <soap.exec_fkn>
<soap:command >mcu time</soap:command >
</soap:.exec_fkn>
</soapenv;Body>
</soapenv:Envelope>
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Appendix
» SOAP-Response:

- <SOAP-ENV:Envelope xmins:xsi="http:/ /www.w3.org/ 2001 /XMLSchema-

Instance" xmins:xsd="http:/ /www.w3.0org/2001/XMLSchema" xmins:SOAP-
ENV="http:/ /schemas.xmlsoap.org/soap/envelope/">
- <SOAP-ENV:Body>

- <exec_fknResponse xmins="http:/ /rfidreader:3333/SOAP/" >
<exec_fknResult>Time: 11:50:02</exec_fknResult>
</exec_fknResponse>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
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