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Counterfeiting

“[T]he manufacture of articles which are
'Intended to appear [...] so similar to the
original as to be passed off as genuine
items”™

source: T. Staake, M. Lehtonen. SToP Deliverable 1.1. July 2008

causes economic damage
threatens consumer health
a growing problem
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EPCIS Track and Trace
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Electronic Product Code (EPC)

urn:epc:id:sgtin:0614141.100734.1234567

Y Y
header company item serial
prefix reference number

identifies single trading items
standardized by EPCglobal

various number schemes, here: SGTIN-96 URI

attached via RFID tag



EPCIS Events
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eventTime : Time
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1..* = “one or more™
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EPC Counterfeiting Strategies

urn:epc:id:sgtin:0614141.100734.1234567

header company item serial
prefix reference number

no EPC on counterfeit transfer EPC from authentic intact item
to counterfeit

formally incorrect EPC
reuse EPC of destroyed authentic item

EPC with made-up company prefix
or item reference randomize serial number part of EPC

= negligible duplicate authentic EPC
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Simulation Visualization

EPCIS events EPCIS events

Accada

EPCIS repository
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Supply Chain Editor

|£| DataGenerator for Supply Chain EPCIS Track & Trace Data

Supply Chain Maintain Database

Distributor GmbH - Extension

Counterfeiter

Reseller Ltd. - Extension

Reseller YY Ltd. - Extensior

Wholeseller AG - Extension

Reseller ST GmbH & Co. KG
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Item Flow View
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Item Flow View - Duplicating scenario
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Event Sequence View in absolute mode
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Event Sequence View In normalized mode

B Event Sequence View

EEX

K . Query |
Producer Inc. >
Distributor GmbH  =——rje—— RE—
Wholeseller 4G o _.--., . '_
Reseller ST GmbH & Co. KG e e ————1
Distributor Bleta KG e _ £
Reseller YY Ltd. =
RESEIEr LIt y—y—— e ——l—— T e . —— . . r—— .1

OO %f‘J f SN
oy 1, 0 0 0 e P
highight epcs >> | |

© SAP 2008 / Page 16



Distrributor GrbH

Wholeseller AG

Reseller v Lid, e

Producer Inc.

Distributor Beta KG

Reseller 3T GmhH & Co. KG

Reseller Ltd.

Qﬂﬁ @epcs

[=[=] = ]

N

.".\‘

[ T O M= [ /O
%%% % % %, %@ 5

MINN

’__"

A\“‘

Z z Te 7y 7s Za 7o O Do o
(/@@’@‘J@%‘%%%’% @-%%%‘J@&

N N N N L P
x s G e, i U T, U,
B P g g g e e M My @%@%%%%@0

n\\\‘

i, g,

i
T a‘@\s‘

highlight epcs ==

© SAP 2008 / Page 17

Query urn:epcid:sgtin:9872238.762512.305625080434

‘Qﬁ.‘k‘%ﬁ%\%\%k%%%%%%%%%%%%%\%

PADOOOD00L m-&es-b;ﬂs

gt e 55 |




© SAP 2008 / Page 18



Iltem Flow View
Reusing scenario
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